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Since our inception in 1995, NetCentrics
has remained steadfast in our vision and
mission to secure our nation by adapting
to and thriving in the dynamic global
digital and threat landscape. Our nearly
30-year journey has positioned us as a
vanguard in cybersecurity, cloud and
digital transformation in support of our
nation’s defense, homeland security,
federal civilian, and intelligence
community sectors. We continue to
demonstrate our unwavering
commitment to those on the front lines
protecting our freedoms and way of life.
Our relentless pursuit of excellence drives
us to not only keep pace with but to
innovate ahead of our adversaries. Our
enemies never rest, and neither shall we.

Contact us:
Bd@netcentrics.com

(703) 714-7345

205 Van Buren St. Suite 420
Herndon, VA 20170

For more information:
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For nearly 30 years, NetCentrics has stood as a pillar of service excellence and
reliability as an IT services provider to the United States government. What began as
a journey to deliver critical business and mission support services, has since evolved
into a commitment to safeguard our nation by securing our customer’s missions and
relentlessly innovating for the future. We're proud of our evolution as an IT services
and technology solutions provider and the continued support we will deliver today
and always.

Our transformation into a trusted partner in IT and technology innovation is a source
of immense pride at NetCentrics. We are dedicated to delivering exceptional support
and developing critical mission solutions, ensuring our clients’ operations are secure
and uninterrupted both now and in the future. We have expanded our capabilities
and honed our expertise in four key areas: cyber security, cloud security, digital
transformation, and mission support.

In an age where the digital landscape is rife with adversaries, we remain steafast in
our commitment. Our focus on these four key areas allows us to stay at the forefront
of technological innovation, crafting solutions that not only meet but exceed the
ever-evolving needs of our nation’s security.

Join us on this journey to secure our nation’s digital domains, foster innovation, and
protect our beloved country from all who would threaten its safety.

We believe that excellence is not an option; it’s a duty. We are proud to serve,
protect, and innovate on behalf of the United States government, and we're honored
to have you by our side.
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+ Cyber Security

The cyber threat landscape is constantly evolving, and so is NetCentrics. We are
dedicated to delivering modern and customized solutions to the Department of
Defense (DoD) and federal agencies, ensuring they are mission-ready. Our
support extends to TTP development for the U.S. Coast Guard and National
Guard, as well as providing services and capabilities such as SOC, SOCaa$, CSOC,
NOSC, and Cyber Protection teams. With our advanced engineering expertise, we
offer the right solutions and expert personnel to outsmart adversaries in any
cyber situation. Partnering with NetCentrics means securing your network,
mission, people, and desired outcomes.

Cloud Security

In the realm of the “invisible war in cyberspace,” the cloud embodies the evolving
nature of the threat. To safeguard our civilian and national defense cloud assets,
relying on outdated defensive tools is insufficient. At NetCentrics, we recognize
the need to stay ahead of adversaries who are fast, sophisticated and constantly
evolving their tactics. By leveraging a community approach and partnering

with leading technology providers, we bring the best solutions to your mission.
Our offerings include Wraith, a cloud-agnostic, multi-terrain threat

hunting and visibility Security as a Service platform.
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Digital Transformation

NetCentrics is your trusted partner in digital fransformation, offering expertise in
implementing Zero Trust Architecture. We understand the resources, expertise
and investment needed for network and IT infrastructure modernization. Our
team excels in automation, cloud migration, architecture development and
application management, providing successful outcomes for projects of any size.
With a focus on operational excellence, we prioritize identity verification, access
controls, and continuous monitoring to ensure the utmost security and resilience
for your digital assets.

Mission Support

NetCentrics supports and furthers the DoD agencies’ mission with expertise in
strategic advisory, program management, research, analysis and training. We
provide a comprehensive services portoflio spanning tactics development,
strategic communications, information security systems management (ISSM), test
support and software development. We identify, prioritize and remediate threats
and vulnerabilities, design risk mitigation strategies, and assist with strategic
planning to support our national defense customers’ mission-critical objectives.
We also possess expertise in systems engineer technical assistance (SETA) and
advisory & assistance services (ASAS).
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-Capabilities

NetCentrics boasts a team of elite engineers and security specialists, including both
contracted professionals and in-house experts, leading the way in embracing the latest
and emerging technologies for our esteemed customers. We've expanded our
capabilities to include targeted innovations and strategic investments, specifically
designed to meet the urgent challenges of cybersecurity and cloud security in today's
digital landscape. Our commitment is to deliver mission-critical support through
unparalleled solutions, addressing the most pressing challenges and threats. Our cyber
and cloud expertise includes but is not limited to:

Cyber Security

Zero Trust Design
/Implementation
CSSP Management
and Support
Assessment and
Authorization (ASA)
Classified Network
Modernization
Application
Rationalization
PKI/ICAM Design/
Implementation
Cyber Protection
Teams

Training

Risk Management
1ISSO

Security Assessor
Digital Forensics

Cloud Security

/€

laC

Cloud Networking
Cloud Security
Posture
Information
Assurance

Service Integration
SaaS Expertise
Cl/CD-DevSecOps-
QA/Testing
Containerized
Compute

Cloud Migration
Edge Computing

Digital
Transformation

* Large Scale IPvé6
Migration

* Infrastructure
Support/
Engineering

* Enterprise
Architecture

» SharePoint
Administration

* Virtualization

* PKI Management

» Tier1&2 Help Desk

Support
* AV/VTC
Architecture
* VIP Support

Mission
Support

Strategic Cyber
Adyvisory Services
Government
Stakeholder
Expertise
Regulatory
Research & Policy
Development
Cyber Gaps &
Opportunities
Assessments
Strategic Risk
Remediation
Strategies
Project/ Program
Management
Quality Assurance
Technical Writing
SETA

ASAS

Training



We Are Cloud & :

Secunty Experts

Defining a range of cloud objects as code (ARM¥*, Bicep*, Terraform)
Deploying cloud objects leveraging cloud infrastructure

Defining object configurations as code before deployment

Managing secrets/licensing for deployed objects

Managing namespaces for copied objects

Managing/deploying cloud architecture (AzureMission Landing Zones, AWS )

Defining large-scale networks in laC

Pre-determined security zones and risk mitigation

Extensive network separation via subnetting and micro-segmentation
Defining security appliance settings/ rules as laC before deployment

Experienced with network/app gateways providing secure access to services
SD-WAN/SASE/CASB and VPN incorporation

Expertise in compliance requirements and best practices

Defining security mitigations into each object

Defining and deploying architectures as laC

Implementing/managing cloud-based impact levels in multiple environments
Managing environment access vectors and least privilege

Managing RBAC/Zero Trust environments

Security assessments and testing

Extensive cloud service provider (Azure, AWS) experience
Cloud-to-cloud interoperability

Multi-cloud metrics and security telemetry management
Insights into CSP strengths and weaknesses

Multi-cloud redundancy / high availability



We Are Cloud & :::

Securlty Experts

Data normalization across varying sources

Dynamic data structures for utility

Data pipelines for mass ingestion

Data enrichment for at scale

Data housing with high performance solutions

Data visualization to answer questions of the dataset
Expert data engineering

Expertise in combining disparate services on demand to fill customer requests
SASE Integration

Saas Integration

Cloud to cloud + On-prem to cloud

Conducting analysis of alternatives for technology solutions

Solutions architecting

Identity integration

Implementing Saas$ solutions when appropriate
Securely integrating into existing security architecture
Managing identities and data

Codify SaaS configurations as laS

Defining cloud resources as objects to be managed with automated pipelines
(ADO, Gitlab Pipelines, Team City, Jenkins)

Experienced with operationally testing resources

Automated testing & vulnerability analysis

Building and maintaining changelogs and SBOMS for complex environments
Dynamic/static tests for quality

Managing secrets for automated workflows

Time-based or event-based pipeline triggering



We Are Cloud & :::

Securlty Experts

Transitioning legacy servers/virtual machines to scalable containerized
technology

Building/managing/deploying Kubernetes clusters

Container networking and name spacing

Managing dynamically mounted persistent storage for containerized
compute

Securing containerized architectures

Managing code images at scale

Vulnerability/change management/SBOMS in containerized environments

Significant CSP (Azure, AWS) experience

Experienced with workflows to manage migration of critical resources
Managing data loss risk

Updating manually defined objects as laC

Cost-benefit analysis/business analysis

Cost management

Security impact analysis

Optimizing for scale and redundancy

Experienced with existing edge computing solutions
Implementing edge computing solutions when appropriate
Expertise in security concerns of edge computing devices
Azure stack edge

Understanding use cases and managing challenges
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GOVERNMENT STAKEHOLDER EXPERTISE

NetCentrics has worked hard to cultivate a reputation of excellence throughout a
wide range of government organizations. As a leading strategic cyber advisor, we
know the right people to coordinate with and the best ways to engage them.

* The Office of the Secretary of Defense

* Deparment of Defense Joint Staff

* Federally Funded Research & Development Centers (FFRDCs)
* The Defense Information Systems Agency (DISA)

* The Intelligence Community (IC)

REGULATORY RESEARCH & POLICY DEVELOPMENT

We pride ourselves on our ability to quickly identify and manage a wide breadth of
regulatory requirements. These requirements serve as a solid strategic backbone for
executive decision-making and cyber modernization and policy planning.

Our strategic advisors are well versed in executive requirements from IC directives
(ICDs) to Joint Pubs to National Security Presidential Memorandums (NSPMs) and more.
We specialize in applying this knowledge in the form of policy development
recommendations and insights.

CYBER GAPS & OPPORTUNITIES ASSESSMENTS

Federal agencies have a finite number of resources at their disposal and may have
blind spots when it comes to cyber strategy and policy, as well as technology
modernization efforts.

Our strategic advisors assess cybersecurity risks and vulnerabilities for critical sectors
and develop phased action plans to close cyber gaps and optimize new opportunities.

STRATEGICRISK & REMEDIATION STRATEGIES

Federal agencies are not immune to ever-increasing risks and threats. NetCentrics
offers an objective expert voice to help senior members of the DoD and national
security agencies identify, prioritize and remediate threats and vulnerabilities, design
risk mitigation strategies, and assist with strategic planning to realize their vision and
mission-critical goals.

Remediation plans can include manpower, budgetary, software/hardware and policy/
directive recommendations to safeguard organizations and teams of any size.

Our strategic advisors also have a successful track record of working with supply chain
partners to understand and mitigate 2nd and 3rd-party risk and foreign investment risk.



We Are Cloud. & :

Secunty Experts

U.S. COAST GUARD (USCG) NETWORK
OPERATIONS & SECURITY CENTER (NOSC)

Over the span of 13 years, NetCentrics has supported USCG’s mission as a 24x7
Cybersecurity Service Provider (CSSP), contributing to the evolution and
implementation of modern cybersecurity frameworks within USCG's Cyber
Operations. With keen focus on maintaining a round-the-clock hub for monitoring,
detecting, analyzing, and responding to security incidents and threats, NetCentrics
has played a pivotal role in fortifying USCG's cybersecurity posture. All roles in
support of the USCG program require cleared personnel with TS/SCI and CI

polygraph.

The methodologies employed encompass a comprehensive array of strategies,
including real-time monitoring, integration of threat intelligence, and rapid incident
response protocols. These measures were designed to bolster the resilience,
integrity, and protection of the USCG's digital assets across both the Non-Classified
Internet Protocol Router Network (NIPRNET) and Secret Internet Protocol Router
Network (SIPRNET) segments of the Department of Defense Information Network
(DODIN). By harnessing the power of real-time monitoring tools, scrutinizing system
logs, and leveraging advanced threat intelligence capabilities, NetCentrics
proactively identifies emerging threats, investigates potential security breaches, and
implements effective countermeasures to mitigate risks.

NetCentrics emphasizes the importance of continuous training and skills
development to ensure that cybersecurity professionals stay abreast of the latest
trends, technologies, and methodologies in the field. By investing in the ongoing
education and professional development of its tfeam members, NetCentrics
strengthens its capacity to address evolving cyber threats and challenges effectively.
This commitment to training and skills enhancement not only enhanced the
capabilities of individual cybersecurity professionals but also reinforced NetCentrics'
ability to deliver unparalleled support to the USCG in safeguarding its critical digital
assets and infrastructure against sophisticated adversaries.



We Are Cloud & : :

Secunty Experts

CYBER PROTECTION TEAMS / INCIDENT
RESPONSE TEAMS

Operating under the ethos of being a “quick strike team,” as articulated by Cleophus
Thomas, the former director of operations (J3) at JFHQ-DODIN, Cyber Protection
Teams (CPTs) are specialized teams adept at swiftly identifying, containing and
mitigating cyber incidents before they escalate. As the Coast Guard stood up Cyber
Protection Teams (CPTs), our scope expanded to include not only the NOSC, but also
support of their CPTs.

NetCentrics’ technical and operational expertise was central the Coast Guard’s
success. NetCentrics technicians automated the installation of “clean” software and
data configurations on the CPT kits using Infrastructure as Code (laC), reducing the
time between notification and execution of a response mission from five business
days to under 24 hours. We also integrated the ability to monitor and secure
operational technology (OT) into the kit as part of the Coast Guard’s mission to
secure critical infrastructure against cyberattacks.

Moreover, NetCentrics’ cyber operations experience accelerated the Coast Guard
CPTs' ability to conduct operations. We developed an advanced emulation
capability, tactics, techniques, and procedures (TTPs), a training program, and
provided tech support, among a host of other support capabilities. NetCentrics
personnel even deployed with the CPTs for both exercises and real-world
operations. The totality of NetCentrics’ support resulted in laudatory CPARs ratings
from the Coast Guard:

“Given what | know today about [NetCentrics’] ability fo perform in accordance with
this contract or order's most significant requirements, | would recommend them for
similar requirements in the future.”

While the Cyber Protection Team is a term unique to the military, many other
organizations use incident response teams to assess and mitigate suspected and
actual cyber incidents. NetCenftrics is your trusted partner to address cyber
incidents.



We Are Cloud & :

Securlty Experts

OMNI-CLOUD/CROSS-CLOUD VISIBILITY

By integrating tools like Wraith, NetCentrics is not just contributing to the resilience
and agility of federal operations but is also playing a crucial role in shaping a future
where the United States can confidently navigate the complexities of the digital age,
safeguard its interests, and assert its leadership on the global stage. These solutions
enhance visibility, foster a refined security posture, and offer a simplified approach to
monitoring environments for operators as they mitigate potential vulnerabilities within
the multi-cloud infrastructure.

As multi-cloud configurations become increasingly mainstream, the government
sector is feeling the need to shore up these vulnerabilities in the name of securing the
nation, and so are actively seeking avenues to simplify complexity and address the
twin challenges of security and redundancy. Innovative solutions like Wraith are
stepping into this space for federal and state agencies, offering a harmonizing layer
that simplifies the intricacies of omnicloud management. While the path may be
fraught with potential market resistance and the demands of self-implementation, the
overarching goal remains steadfast: to achieve streamlined omnicloud management
with ease-of-use in mind.

In an evolving digital landscape, it is imperative for enterprises to adapt and refine
their approach to managing omnicloud environments. The focus is increasingly on
enhancing visibility and fortifying security within these complex structures, ensuring
that the full potential of cloud investments is harnessed. In this transformative era, the
nuanced role of sophisticated solutions like Wraith is gaining prominence. These
solutions are not merely tools but strategic partners, empowering enterprises to
navigate the complexities of omnicloud environments with confidence and providing
the strategic insights necessary for success.

It's time to take a decisive step towards mastering your omnicloud environment. Ask
yourself: do you have complete visibility into your cloud infrastructure? Can you
confidently track every change and addition across your multi-cloud setting? If the
answer is anything but a resounding yes, then it's time to acknowledge a critical gap in
your cloud strategy and take action.



We Are Cloud & :

Secunty Experts

WRAITH®

Wraith, NetCentrics' cutting-edge cloud visibility solution, stands at the forefront of
addressing the evolving challenges in cloud environments. With its robust capabilities,
Wraith provides comprehensive insight into the complex landscape of cloud
infrastructure, allowing organizations to monitor and analyze their resources
effectively. Many organizations monitor the state of each of their clouds in silos for
each vendor. Wraith centralizes signal from all major clouds into one dataset so
security professionals can monitor user activity and track cloud state changes.
Wraith captures this signal through an engineered set of data connectors and data
ingest pipeline. This solution plays a critical role in enhancing cybersecurity measures
by identifying potential vulnerabilities and ensuring compliance with industry
regulations.

Wraith empowers organizations with real-time visibility, aiding in strategic
decision-making and resource allocation. As organizations navigate the dynamic
cloud landscape, Wraith emerges as a crucial ally, offering visibility and control to
maximize the efficiency and security of cloud operations.” The largest barrier to
security in cloud environments is simply understanding the ecosystem. Wraith
enables immediate situational awareness among cloud objects from all cloud
vendors in one place, with one query language. Wraith is packaged with workbooks
to enable teams to quickly understand their environments and allows easy access to
the wider MS Sentinel detection community and all the tools associated with Sentinel.

SECURITY OPTIMIZED MULTI/HYBRID-CLOUD
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We maintain vital partnerships with industry-leading technology providers that allow us
to bring best-in-class technologies to bespoke solutions for the government.

These partnerships grant us access to the latest offerings before they are publicly
available, provide reach back access to the builders, develop internal subject matter
expertise and influence future features while driving down cost for our customers. Our rel
ationship as a Microsoft partner alone has influenced the way they approach multi-cloud
threat visibility and resulted in uplift of Azure capabilities to GovCloud.
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This overview highlights key aspects such as contract size, scope,
complexity, relevance, clearance level, involvement of cloud-based
solutions, and support for various tiers and cybersecurity measures

across the projects. The consistent presence of these elements indicates

a robust track record in meeting diverse requirements.

Requirements JSP Boss OSDEITSD Cﬁmﬁ USCG NOSC USCG C4IT IA
Solution
Size $75M $450M $5.45M $45M $100M

Scope YES YES YES YES YES
Complexity YES YES YES YES YES
Recent & Relevant YES YES YES YES YES

Clearance Level TS/SCI TS/5CI TS/sCl TS/SCI & ClI-Poly | TS/SCI & ClI-Poly
Cloud-Based Solutions YES YES YES NO YES
Tier 1-3 Support YES YES YES NO YES
Cybersecurity YES YES YES YES YES
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