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A Mission-Centric
Approach

Since 1995, NetCentrics has consistently advanced its
mission to secure our nation by thriving in the evolving
digital and threat landscape.

Over the past three decades, we've firmly established
ourselves as leaders in cybersecurity, cloud and digital
transformation, while supporting defense, homeland
security, federal civilian, and intelligence sectors.

Our dedication to those safeguarding our freedoms
inspires us to innovate and stay ahead of adversaries.
Our commitment to excellence ensures we remain
vigilant and proactive.
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Herndon, VA 20170
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About NetCentrics

For 30 years, NetCentrics has excelled as an innovative technology solutions provider for the U.S.
government, evolving into a trusted partner dedicated to guarding national security through
relentless innovation.

We are proud of our growth and expertise in cybersecurity, cloud and data/Al as we consistently
deliver cutting-edge solutions and critical mission support to ensure secure, uninterrupted
operations.

In a digital battleground filled with dangerous adversaries, we stay at the forefront of innovation,
meeting and exceeding the evolving security needs of our customers.

Excellence is our duty, and we are honored to serve, protect, and innovate for the United States
federal government.

Partner with us in securing the nation's digital domains and fostering a safer future.




Our Focus Areas

Cyber Security

The cyber threat landscape is constantly evolving, and so is NetCentrics. We are dedicated to
delivering modern and customized solutions to our customers, ensuring they are mission-ready.
Our support extends to TTP development for the U.S. Coast Guard and National Guard, as well as
providing services and capabilities such as SOC, CSSP, CSOC, NOSC, and Cyber Protection teams.
With our advanced engineering expertise, we offer the right solutions and expert personnel to
outsmart adversaries in any cyber situation. Partnering with NetCentrics means securing your
network, mission, people, and desired outcomes.

Cloud Security

The cloud serves as the battleground for the "invisible war in cyberspace" and embodies the evolving
nature of today's cyber threats. Trying to safeguard our civilian and national defense cloud assets by
relying on outdated defensive tools is ineffective and irresponsible. At NetCentrics, we recognize the
need to stay ahead of adversaries who are fast, sophisticated and constantly developing new ways
to take advantage of cloud vulnerabilities. By leveraging a community approach and partnering with
leading technology providers, we bring the best cloud security solutions to your mission. Our
offerings include Wraith, a cloud-native, multi-terrain visibility and threat hunting Security-as-a-
Service platform.




Our Focus Areas

Digital Transformation

NetCentrics is your trusted partner in digital transformation, offering expertise in implementing Zero
Trust Architecture. We understand the resources, expertise and investment needed for network and
IT infrastructure modernization. Our team excels in automation, cloud migration, architecture
development and application management, providing successful outcomes for projects of any size.
With a focus on operational excellence, we prioritize identity verification, access controls, and
continuous monitoring to ensure the utmost security and resilience for your digital assets.

Mission Support

NetCentrics supports and furthers the DoD agencies’ mission with expertise in strategic consulting,
program management, research, analysis and training. We provide a comprehensive services
portoflio spanning tactics development, strategic communications, information security systems
management (ISSM), test support and software development. We identify, prioritize, and
remediate threats and vulnerabilities, design risk mitigation strategies, and assist with strategic
planning to support our national defense customers’ mission-critical objectives. We also possess
expertise in systems engineer technical assistance (SETA) and advisory & assistance services
(ASAS).




Our Organizational

Capabilities

NetCentrics boasts a team of elite engineers and security specialists, including both contracted
professionals and in-house experts, leading the way in embracing the latest and emerging
technologies for our esteemed customers. We've expanded our capabilities to include targeted
innovations and strategic investments, specifically designed to meet the urgent challenges of
cybersecurity and cloud security in today's digital landscape. Our commitment is to deliver
mission-critical support through unparalleled solutions, addressing the most pressing challenges and
threats. Our cyber and cloud expertise includes but is not limited to:

\

Cyber Security

Zero Trust Design
/Implementation

CSSP Management
and Support

Assessment and
Avuthorization (ASA)

Classified Network
Modernization

Application
Rationalization

PKI1/ICAM Design/
Implementation

Cyber Protection
Teams

Training

Risk Management
ISSO

Security Assessor

Digital Forensics

Cloud Security

Multi-Cloud and
Hybrid Cloud Security

laC

Cloud Networking
Cloud Security Posture
Information Assurance
Service Integration
SaaS$ Expertise

Cl/CD-DevSecOps-
QA/Testing

Containerized
Compute

Cloud Migration
Edge Computing

Digital
Transformation

Large Scale IPv6
Migration

Infrastructure
Support/ Engineering

Enterprise
Architecture

Advanced Analytics

SharePoint
Administration

Virtualization
PKI Management

Tier | & 2 Help Desk
Support

AV/VTC
Architecture

VIP Support

Mission Support

Strategic Risk
Remediation

SETA
ASAS

Strategic Cyber
Advisory Services

Government
Stakeholder Expertise

Regulatory Research &
Policy Development

Cyber Gaps &
Opportunities
Assessments

Project/ Program
Management

Quality Assurance
Technical Writing

Training




We Are Cloud &

Security Experts

Infrastructure As Code (laC)

+ Defining a range of cloud objects as code (ARM, Bicep, Terraform)
+ Deploying cloud objects leveraging cloud infrastructure

+ Defining object configurations as code before deployment
* Managing secrets/licensing for deployed objects
</> * Managing namespaces for copied objects

* Deploying cloud environments meeting the DoD Secure Cloud Computing
Architecture (SCCA) framework, such as Azure Mission Landing Zones (MLZ)

Cloud Networking
* Defining large-scale networks in laC
Pre-determined security zones and risk mitigation
+ Extensive network separation via subnetting and micro-segmentation
+ Defining security appliance settings/ rules as laC before deployment
O) l ko + Experienced with network/app gateways providing secure access to services
+ SD-WAN/SASE/CASB and VPN incorporation

Cloud Security Posture

+ Expertise in compliance requirements and best practices
* Defining security mitigations into each object

* Implementing/managing cloud-based impact levels in multiple environments
* Managing environment access vectors and least privilege
@ * Managing RBAC/Zero Trust environments
* Security assessments and testing

Multi-Cloud
+ Extensive cloud service provider (Azure, AWS, GCP, OCI) experience
* Cloud-to-cloud interoperability
& Cfo\) * Multi-cloud metrics and security telemetry management
N * Insights into CSP strengths and weaknesses
N/ *+ Multi-cloud redundancy / high availability




Information Assurance

Data normalization across varying sources
Dynamic data structures for utility
+ Data pipelines for mass ingestion
+ Data enrichment for at scale
O + Data housing with high performance solutions
Data visualization to answer questions of the dataset
Expert data engineering

Service Integration

* Expertise in combining disparate services on demand to fill customer requests
* SASE Integration

* SaaS Integration

* Cloud to cloud + On-prem to cloud

+ Conducting analysis of alternatives for technology solutions

* Solutions architecting

* Identity integration

&

SaaS$ Expertise

* Implementing Saas$ solutions when appropriate

+ Securely integrating into existing security architecture
* Managing identities and data
Saas *+ Codify SaaS configurations as laS

Cl/CD - Devsecops - QA/Testing

+ Defining cloud resources as objects to be managed with automated pipelines

(ADO, Gitlab Pipelines, Team City, Jenkins)
* Experienced with operationally testing resources
O + Automated testing & vulnerability analysis

* Building and maintaining changelogs and SBOMS for complex environments
+ Dynamic/static tests for quality

* Managing secrets for automated workflows

+ Time-based or event-based pipeline triggering




Containerized Compute

* Transitioning legacy servers/virtual machines to scalable containerized technology
+ Building/managing/deploying Kubernetes clusters

+ Container networking and name spacing

* Managing dynamically mounted persistent storage for containerized compute

+ Securing containerized architectures

* Managing code images at scale

* Vulnerability/change management/SBOMS in containerized environments

Cloud Migration

+ Significant CSP (Azure, AWS, GCP, OCI) experience

+ Experienced with workflows to manage migration of critical resources
* Managing data loss risk

+ Updating manually defined objects as laC

+ Cost-benefit analysis/business analysis

+ Cost management

* Security impact analysis

+ Optimizing for scale and redundancy

iz
L
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Edge Computing

* Experienced with existing edge computing solutions
* Implementing edge computing solutions when appropriate
+ Expertise in security concerns of edge computing devices
+ Azure stack edge
* Understanding use cases and managing challenges




US Coast Guard:

14 Years of Partnership

\\\\\\\s’!

Since 2011, NetCentrics has diligently worked to foster a close partnership
with the U.S. Coast Guard, successfully performing numerous
cybersecurity, digital transformation and IT projects in support of multiple
USCG missions. This included large projects with the Telecommunications
& Information Systems Command (TISCOM), Command, Control,
Communication, Computer, Cyber and Intelligence Service Center’s
(C5ISC) Shared Services Division 1in Alexandria, VA, and USCG Cyber.

Most notably, NetCentrics has served as a 24x7 Cybersecurity Service
Provider (CSSP) for USCG for over a decade, safeguarding its critical
digital assets and infrastructure against sophisticated adversaries. Our
commitment to continued training and skills development of our
cybersecurity team contributed to the evolution and implementation of
modern cybersecurity frameworks within USCG's Cyber Operations. By
harnessing the power of real-time monitoring tools, scrutinizing system
logs, and leveraging advanced threat intelligence capabilities,
NetCentrics proactively identified emerging threats, investigated
potential security breaches, and implemented effective
countermeasures to mitigate risks.

? PaRATUS

Further expanding collaboration with the USCG, NetCentrics lent technical and operational expertise
to successfully stand up the Coast Guard’s Cyber Protection Teams (CPTs). Our technicians
automated the installation of software and data configurations on the CPT kits using Infrastructure as
Code (laC), reducing the time between notification and execution of a response mission from five
business days to under 24 hours. We also integrated the ability to monitor and secure operational
technology (OT) into the kit as part of the Coast Guard’s mission to secure

critical infrastructure against cyberattacks.

NetCentrics’ cyber expertise
accelerated the Coast Guard
CPTs’ ability to conduct operations.
We developed an advanced emulation
capability, tactics, techniques, and
procedures (TTPs), a training program,
and provided tech support, among a
host of other support capabilities.
NetCentrics personnel even deployed
with the CPTs for both exercises and
real-world operations.




US Coast@Guard: ™=
Key Projects

U.S. Coast Guard (USCG) Network
Operations & Security Center (NOSC)

Over the span of 13 years, NetCentrics has supported USCG's mission as a 24x7 Cybersecurity Service
Provider (CSSP), contributing to the evolution and implementation of modern cybersecurity
frameworks within USCG's Cyber Operations. Keenly focused on maintaining a round-the-clock hub
for monitoring, detecting, analyzing and responding to security incidents and threats, NetCentrics has
played a pivotal role in fortifying USCG's cybersecurity posture. All roles in support of the USCG
program required cleared personnel with TS/SCI and Cl polygraph.

NetCentrics employed a comprehensive array of methodologies encompassing real-time monitoring,
integration of threat intelligence and rapid incident response protocols. These measures were
designed to bolster the resilience, integrity and protection of the USCG's digital assets across both the
Non-Classified Internet Protocol Router Network (NIPRNET) and Secret Internet Protocol Router
Network (SIPRNET) segments of the Department of Defense Information Network (DODIN). By
harnessing the power of real-time monitoring tools, scrutinizing system logs and leveraging advanced
threat intelligence capabilities, NetCentrics proactively identified emerging threats, investigated
potential security breaches, and implemented effective countermeasures to mitigate risks.

NetCentrics emphasizes the importance of continuous training and skills development to ensure that
cybersecurity professionals stay abreast of the latest trends, technologies and methodologies in the
field. By investing in the ongoing education and professional development of its team members,
NetCentrics strengthens its capacity to address evolving cyber threats and challenges effectively. This
commitment to training and skills enhancement not only boosted the capabilities of individual
cybersecurity professionals but also reinforced NetCentrics' ability to deliver unparalleled support to
the USCG in safeguarding its critical digital assets and infrastructure against sophisticated adversaries.




Cyber Protection Teams / Incident
Response Teams

Operating under the ethos of being a “quick strike team,” as articulated by Cleophus Thomas, the
former director of operations (J3) at JFHQ-DODIN, Cyber Protection Teams (CPTs) are specialized
teams adept at swiftly identifying, containing and mitigating cyber incidents before they escalate. As
the Coast Guard stood up Cyber Protection Teams, NetCentrics' scope expanded to include not only
the NOSC, but also support of their CPTs.

NetCentrics’ technical and operational expertise was central the Coast Guard’s success. NetCentrics
technicians automated the installation of “clean” software and data configurations on the CPT kits
using Infrastructure as Code (laC), reducing the time between notification and execution of a response
mission from five business days to under 24 hours. We also integrated the ability to monitor and secure
operational technology (OT) into the kit as part of the Coast Guard’s mission to secure critical
infrastructure against cyberattacks.

Moreover, NetCentrics’ cyber operations
experience accelerated the Coast Guard
CPTs’ ability to conduct operations. We
developed an advanced emulation
capability, tactics, techniques, and
procedures (TTPs), a training program,
and provided tech support, among a host
of other support capabilities. NetCentrics
personnel even deployed with the CPTs
for both exercises and real-world
operations. The totality of NetCentrics’
support resulted in laudatory CPARs
ratings from the Coast Guard:

“Given what | know today about NetCentrics’ ability to perform in accordance with
this contract or order's most significant requirements, | would recommend them for
similar requirements in the future.”

KEITH MINER
Contracting Officer, US Coast Guard




US Coast Guard:
Feedback & Accolades

“The NetCentrics team is multifaceted
and able to flex throughout the
organization to ensure mission success,
planning and execution.”

"On top of your projects and JQR [Job Qualification Requirements]
efforts, your expertise is a valuable day-to-day resource for
questions from all analysts, qualified and unqualified, as well as
questions from team leads."

"We utilized the process that was developed
in no small part with the NetCentrics' team's
assistance, and it worked perfectly. This help
saved us a lot of time and frustration."

"The NetCentrics team's Master Analysts are
all capable of handling highly complex missions
and demonstrating daily that their knowledge
and experience is highly valued by the Coast
Guard Cyber Programs."

"The kudos provided by the USCG CPT Mission Element
Lead expressed gratitude for the knowledge and expertise
that the NetCentrics staff provided. This was the first time
the team started the mission in less than 30 minutes onsite
due to the staff's technical knowledge and presence."



US Coast Guard:
NetCentrics' Contract Overview

SUPPORT
SERVICES (LABOR) - CUSTOM COMPUTER

NETWORK OPERATION T AND TELECOM - PROGRAMMING SERVICES

SECURITY CENTER NETWORK SUPPORT
SERVICES (LABOR)
(NOSC)

C5I DIVISION TALEXANDRIA

USCG C4IT SC

Ryt SE U T IT AND TELECOM - OTHER IT OTHER COMPUTER
- RELATED SERVICES

MANAGEMENT AND TELECOMMUNICATIONS;

SERVICES Indefinite OTHERADP &
5 TELECOMMUNICATIONS
Delivery Contract

TISCOM

PSC CATEGORY NAICS CATEGORY

OTHER
TECHNICAL

CUSTOM COMPUTER
PROGRAMMING SERVICES

IT AND TELECOM -
INTEGRATED

-—— ENTERPRISE SUPPORT
SERVICES (TESS) BPA
Contract

HARDWARE/SOFTWARE
/SERVICES SOLUTIONS,

PREDOMINANTLY USCG CONTRACTING OFFICE
SERVICES

2015-2020

TISCOM
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DISA:

A 28-Year Partnership

NetCentrics has forged a successful partnership with Defense Information
Systems Agency (DISA) and performed numerous IT infrastructure and services
projects in support of multiple Pentagon agencies under the DISA umbrella,
including the Washington Headquarters Services (WHS) and Joint Service
Provider (JSP).

NetCentrics was awarded the Compute and Application Services (CAS)
contract to provide IT services in support of JSP’s mission of managing and
defending the Department of Defense's key cyber terrain, particularly in the
Pentagon and National Capital Region. This $50M+ firm fixed price contract
included one base year and two option years. NetCentrics and its partners
assisted the JSP in its mission to be a customer-focused organization that
provides, manages, operates and maintains IT shared services for the Pentagon
and select agencies and organizations in the capital region.

NetCentrics’ relationship with DISA included a four-year, $268.5M contract to
provide information technology support to the WHS to assist in their mission for
managing the Department of Defense enterprise infrastructure. NetCentrics
performed this work 2019-2023 at various locations within the National Capital
Region, including the Pentagon and Mark Center.

The current NetCentrics JSP AV/VTC Support Services
contract involves providing audio-visual and video
conference support services. The NetCentrics team is
responsible for managing inventory levels, maintaining
accountable records, and overseeing the maintenance of
JSP AV/VTC endpoint hardware and software components.
Recently, the NetCentrics AV/VTC team, in collaboration
with our partner CompQsoft, supported the Presidential
Transition Office (PTO) by ensuring all its needs and
requirements were met. The team's extraordinary
commitment, working days, nights, and weekends, enabled
the PTO to perform its mission effectively. The NetCentrics
staff was fully dedicated to providing the highest level of
service to the team that will guide our nation through the
next four years, resulting in a resoundingly successful
Inauguration Day.

NetCentrics became one of the
awardees for the Encore ll|
multiple-award IDIQ contract
vehicle spanning 2018-2028
term enabling us to provide a full
range of IT services and solutions
required by the Department of
Defense and other federal
agencies, including DISA.




DISA:
Feedback.&Accolades

"NetCentrics' exceptional project management
skills and ability to collaborate effectively with
cross-functional teams have been key factors
in driving the successful completion of this
undertaking."

"NetCentrics' unwavering commitment,
tireless dedication, and remarkable expertise
have been instrumental in working towards
achieving this crucial milestone for our
shared customer."

"The NetCentrics team's comprehensive understanding
of the complex regulatory landscape, coupled with
their meticulous attention to detail, has enabled them
to navigate the intricate processes involved with
remarkable finesse."

NetCentrics continues to deliver the
best-in-class service. This enables the
team to succeed and achieve results at

Beyond their technical expertise, the a rapid pace that would not be possible
NetCentrics unwavering dedication to our without their support."

team's mission and their passion for
upholding the highest standards of quality
and security have been truly inspiring."

"As the leadership wanted to ensure the
first 2-3-star level forum is a success,
the NetCentrics team showed up in the
afternoon just to be on standby as we
brought up the system, which worked
with no flaws."

"Great job in regards to your
attention and support to the Joint
History Conference last week. Keep
up the good work!!"




DISA: NetCentrics'

Contracts Overview

JSP Computer And
Application Services (CAS)

Washington Headquarters
Services (WHS) IT Support

Base Operations and
Support Services (BOSS)
contract

JSP Back Office
Support Services

OA-22 HQ Computer and
Application Services

Audio-Visual and Video
Conference Services For
The JSP

2016-2018

2019-2023

2019-2024

2017-2025

2016-2025

2024-2025

$50M

$268.5M

$75M

$18K

$25.5M

$10.8M

541511: Customer
Computer
Programming
Services

541513: Computer
Facilities Management
Services

541511: Customer
Computer
Programming Services

541511: Customer
Computer
Programming Services

541512: Computer
Systems Design
Services

541511: Customer
Computer
Programming Services

541519: Other Computer
Related Services

7020: Information Technology
Central Processing Unit (CPU),
Computer, Analog)

D316: IT and Telecom -
Telecommunications Network
Management

D399: IT and Telecom - Other IT
and Telecommunications

D799: IT and Telecom - Other
IT and Telecommunications

R499: Support-Professional:
Other

7030: ADP Software

D399: IT and Telecom - Other
IT and Telecommunication

R425: Support-Professional:
Engineering/Technical

D302: IT and Telecom -
Systems Development

D316: IT and Telecom -
Telecommunications Network
Management




Since 2004, NetCentrics has been cultivating a strong relationship with the Federal Trade
Commission, culminating in a blanket purchase agreement (BPA) award for IT support services as a
prime vendor. Under this BPA, NetCentrics has received multiple task orders, including End User
Support Services (EUSS) contract currently valued at $104M, delivering FTC Enterprise Service Desk
(ESD) support across all FTC locations and organizations to enhance the FTC mission.

In 2019, the FTC awarded NetCentrics a $35.5 million contract for the FTC Information Technology
Support Service (ITSS) Blank Purchase Agreement (BPA) which lasted until 2024.

The NetCentrics staff have worked closely with FTC employees performing IT support services and
received numerous accolades for their problem-solving abilities, prompt, courteous service and
exceeding customer expectations.

1

Feedback

&
Accolades

2

“I'd like to commend NetCentrics employee X and his colleague for their
outstanding customer service this morning. They went above and
beyond to assist me with a faulty monitor, demonstrating exceptional
professionalism and courtesy. Please convey my sincere gratitude to
them.”

William T. Merkle, Deputy CIO, FTC

“NetCentrics has helped with so
many things lately, | don’t even

know that | can keep track. They
are truly an asset.”

“Excellent assistance, very prompt,
and cordial to staff - thank you!”



FTC: NetCentrics'’

Contracts Overview

DAO: IT & TELECOM- BUSINESS 238210: Electrical
5ZF}JSH: Sy CSomPUJrer égsléfgl;rr\lfl%’\liﬁ SUPPORT SERVICES R499: SUPPORT - Contractors & Other Wiring
EEJEIRIRINE) SERISEE LR PROFESSIONAL: OTHER Installation Contractors

D399:IT S TELECOM- OTHERIT &
TELECOMMUNICATIONS

2018-2024 2006-2007
S.
%
Regional Offices
$35.5M Wiring Project

En r Su rt Services
d User Support Service $148M
[N) —
A A=)
2019-2024 2004-2024
o DAO1: IT & TELECOM - BUSINESS 541511: Custom Computer
541519: Other Computer DAQT: ITS TELECOM BUSINESS APPLICATION/ APPLICATION Programming Services
A APPLICATION/ APPLICATION DEVELOPMENT SUPPORT
Related Services 541512: Computer
DEVELOPMEIEIJASBL(J)PRC))RT SERVICES SERVICES (LABOR) - D ‘ % i
. ystems besign sServices
D399: IT & TELECOM- OTHER IT & DESZR U S VELFCON- OUIHER T
TELECOMMUNICATIONS

TELECOMMUNICATIONS




Wraith: Cross-Cloud
Visibility & Threat Hunting

WRAITH.

Wraith, NetCentrics' cutting-edge cloud visibility solution, stands at the forefront of addressing the
evolving challenges in cloud environments. With its robust patent-pending capabilities, Wraith
provides comprehensive insight into the complex landscape of cloud infrastructure, allowing
organizations to monitor and analyze their resources effectively. Most organizations monitor the
state of each of their clouds in silos. Wraith centralizes signals from all cloud providers into one
dataset, so security professionals can easily monitor user activity and track cloud state changes.
Wraith captures cloud telemetry through an engineered set of data connectors and data ingest
pipeline. The solution plays a critical role in enhancing cybersecurity measures by quickly identifying
potential vulnerabilities and ensuring compliance with industry regulations.

Wraith empowers organizations with real-time visibility, aiding in strategic decision-making and
resource dllocation. As organizations navigate the evolving cloud threat landscape, Wraith emerges
as a crucial ally, offering visibility and control to maximize the efficiency and security of cloud
operations. The largest barrier to security in cloud environments is simply understanding the
ecosystem. Wraith enables immediate situational awareness of cloud objects from all cloud vendors in

one place, with one query language. Wraith is packaged with workbooks to enable teams to quickly
understand their environments and allows easy access to the wider detection community and all the
associated tools.




We Are Cloud &

Security Experts

Omni-Cloud/Cross-Cloud Visibility

By integrating tools like Wraith, NetCentrics is not only contributing to the resilience and agility of
federal operations but also playing a crucial role in shaping a future where the United States can
confidently navigate the complexities of the digital age, safeguard its interests, and assert its
leadership on the global stage. These solutions enhance visibility, foster a refined security posture,
and offer a simplified approach to monitoring environments for operators as they mitigate potential
vulnerabilities within the multi-cloud infrastructure.

As multi-cloud configurations become increasingly mainstream, the
government sector is feeling the need to shore up these vulnerabilities in
the name of securing the nation, and so are actively seeking avenues to
simplify complexity and address the twin challenges of security and
redundancy. Innovative solutions like Wraith are stepping into this space
for federal and state agencies, offering a harmonizing layer that
simplifies the intricacies of omnicloud management. While the path may
be fraught with potential market resistance and the demands of
self-implementation, the overarching goal remains steadfast: to achieve
streamlined omnicloud management with ease-of-use in mind.

In an evolving digital landscape, it is imperative It's time to take a decisive step towards

for enterprises to adapt and refine their mastering your omnicloud environment. Ask
approach to managing omnicloud environments. yourself: do you have complete visibility into
The focus is increasingly on enhancing visibility your cloud infrastructure? Can you

and fortifying security within these complex confidently track every change and addition
structures, ensuring that the full potential of across your multi-cloud terrain? If the

cloud investments is harnessed. In this answer is anything but a resounding yes,
transformative era, the nuanced role of then it's time to acknowledge a critical gap in
sophisticated solutions like Wraith is gaining your cloud strategy and take action.

prominence. These solutions are not merely tools
but strategic partners, empowering enterprises
to navigate the complexities of omnicloud
environments with confidence and providing the
strategic insights necessary for success.




We Are Your Strategic
Cyber Advisory Partner

Government Stakeholder Expertise

NetCentrics has worked hard to cultivate a reputation of excellence throughout a wide range of
government organizations. As a leading strategic cyber advisor, we know the right people to
coordinate with and the best ways to engage them.

Key Stakeholders Include:

+ The Office of the Secretary of Defense

* Department of Defense Joint Staff

* Federally Funded Research & Development
Centers (FFRDCs)

* The Defense Information Systems Agency
(DISA)

* The Intelligence Community (IC)

Regulatory Research
& Policy Development

We pride ourselves on our ability to quickly
identify and manage a wide breadth of
regulatory requirements. These
requirements serve as a solid strategic
backbone for executive decision-making and
cyber modernization and policy planning.

Our strategic advisors are well versed in
executive requirements from IC directives
(ICDs) to Joint Pubs to National Security
Presidential Memorandums (NSPMs) and
more. We specialize in applying this
knowledge in the form of policy development
recommendations and insights.




We Are Your Strategic

Cyber Advisory Partner

Cyber Gaps & Opportunities
Assessments

Federal agencies have a finite number of resources

at their disposal and may have blind spots when it comes
to cyber strategy and policy, as well as technology
modernization efforts.

Our strategic advisors assess cybersecurity risks and
vulnerabilities for critical sectors and develop phased
action plans to close cyber gaps and optimize new
opportunities.

Strategic Risk &
Remediation Strategies

Federal agencies are not immune to ever-increasing risks
and threats. NetCentrics offers an objective expert voice
to help senior members of the DoD and national security
agencies identify, prioritize and remediate threats and
vulnerabilities, design risk mitigation strategies, and
assist with strategic planning to realize their vision and
mission-critical goals.

Remediation plans can include manpower, budgetary,
software/hardware and policy/directive
recommendations to safeguard organizations and teams
of any size.

Our strategic advisors assess cybersecurity risks and
vulnerabilities for critical sectors and develop phased
action plans to close cyber gaps and optimize new
opportunities.

Our strategic advisors also have a successful track record
of working with supply chain partners to understand and
mitigate 2nd and 3rd-party risks, foreign investment
risks, and more.

-

INDOPACOM Modernization:
any IT enterprises su er fro ma
onglomeration of decisions across
ferent functional entities that
timately results in a suboptimal
chitecture requiring many personnel to
and has fragmented data
s and applications.
vided detailed
tions to create better
age data, and to secure
vhere it resides.




Technology Partnerships

We maintain vital partnerships with industry-leading technology providers which allow us to bring
best-in-class technologies to bespoke solutions for the government.

These partnerships grant us access to the latest offerings before they are publicly available, provide
reach-back access to the builders, develop internal subject matter expertise and influence future features
- while driving down costs for our customers.

Our partner relationship with Microsoft has influenced the way it approaches multi-cloud threat visibility
and resulted in uplift of Azure capabilities to GovCloud.

Technology Partners
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Contract Vehicles

SFAPORT-NXG

GSA MAS

NetCentrics is a prime contract holder on the General Services
Administration Multiple Award Schedule (GSA MAS) contract vehicle. GSA
MAS is a flexible, long-term Indefinite Delivery, Indefinite Quantity (IDIQ)
contract that provides government buyers with access to millions of
commercial products and services at pre-negotiated prices.

+ SIN 5415THACS - Highly Adaptive Cybersecurity Services (HACS)

+ SIN 54151S - Information Technology Professional Services

+ SIN 541990 - All Other Professional, Scientific, and Technical Services (Non-IT)
* SIN 541990TAD - Technical and Engineering Services (Non-IT)

* SIN 611430 - Professional and Management Development Training

+ SIN OLM - Order-Level Materials

+ SIN 541990AV - Professional Audio/Video Services

OASIS+ Unrestricted

NetCentrics is a prime contract holder on the One Acquisition Solution for
Integrated Services (OASIS)+ Multi-Agency Contract (MAC). Oasis+is a
government-wide, multiple-award, Indefinite Delivery, Indefinite Quantity
(IDIQ) acquisition program for complex professional services and innovative
solutions from highly qualified firms on a contract vehicle designed to be the
next generation Best-in-Class (BIC) contract.

SeaPort Next Generation (SeaPort NxG)

NetCentrics is a prime contract holder on SeaPort NxG, the Navy’s electronic
platform for acquiring support services in 23 functional areas including
Engineering, Financial Management and Program Management.

SEWP VI (Solutions for Enterprise-Wide Procurement)

NASA's SEWP Vlis a Government-Wide Acquisition Contract (GWAC)
designed to streamline the procurement of IT products and services for
federal agencies. We provide a breadth of advanced technology and
cybersecurity solutions to the government through this contract vehicle.
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Performance

Track Record

This performance overview highlights key contract aspects, such as size, scope, complexity, relevance,
clearance level, use of cloud-based solutions, and support for various tiers and cybersecurity
measures across the projects.

The consistent presence of these elements indicates a robust track record in meeting diverse
requirements.

Size $75M $450M $5.45M $39M $100M
Scope YES YES YES YES YES
Degree of Complexity High High High High High
Recent & Relevant YES YES YES YES YES
Clearance level TS/SCI TS/SCI TS/SCI TS/SCI& CI-Poly  TS/SCI & ClI-Poly
Cloud - Based Solutions YES YES YES NO YES
Tier 1-3 Support YES YES YES NO YES

Cybersecurity YES YES YES YES YES
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